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Hardware / Software Recommendations and Optimizations

Introduction

Overview

Related
Documentation

TT develops its software according to the available features in the hardware
and operating systems currently on the market. Thus, as TT software is
designed, developed and released to customers, you must continue to
upgrade your hardware and software to take advantage of TT's new
functionality. Although it is possible to use TT software with older hardware,
you might be at a disadvantage compared to other customers that continue
to upgrade. These disadvantages may include latency and performance
degradations.

Due to the exponential growth of computing power, there is always new
high-end hardware available. TT recommends that you upgrade your
hardware at reasonable intervals to stay competitive.

For additional information, please refer to the TT Trading Systems —
Hardware and Software Requirements document available on the Customer
Portal.

Trading Technologies International, Inc. Proprietary and Confidential Information
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Server-Class Machines

Introduction

Overview Before reviewing this information, ensure you are familiar with the
Hardware and Software Requirements document located on the TT
Customer Portal. This document includes a list of TT products that require
server-class machines.
Note: Most recommendations and optimizations in this document will be
across all server-class machines; however, exceptions will be noted for
specific products.

Trading Technologies International, Inc. Proprietary and Confidential Information



HW / SW Optimizations and Recommendations Page 5

Hardware and Operating System

NIC ] ] e Ethernet cards must be on the latest driver version (especially Broadcom
Configuration Ethernet cards).

e Optimize the server through Windows or through any NIC management
utility that is installed on the server (e.g., HP NIC Utility).
- Match the speed and duplex settings of the switch port and NIC to
avoid speed or duplex mismatches.
- Forall NICs, disable the following offloads and other NIC parameters
(if they exist):
A Checksum Offload = OFF
Large Send Offload = OFF
TCP Chimney Offload = OFF*
Tx IP Checksum Offload = OFF
Rx IP Checksum Offload = OFF
Tx TCP Checksum Offload = OFF
Rx TCP Checksum Offload = OFF
Receive side scaling = OFF**
Flow control = OFF
Enable PME = Disable
Internal Moderate Interrupt = Minimal
Receive Descriptors = Set to a maximum value
Transmit Descriptors = Set to a maximum value
NIC Sleep

Note: See Appendix A for explanations about these NIC settings.

*Disable TCP Chimney Offload Settings

Impact: This setting enables TCP/IP processing to be offloaded to network
adapters that can handle the TCP/IP processing in hardware. Each TCP Chimney
Offload-capable network adapter has a finite number of connections that it can
support in hardware. TT has determined through extensive testing that this
setting should be disabled to improve performance.

DD DD DD D>

**Disable Receive Side Scaling (RSS)

Impact: When multiple CPUs reside in a single computer, the Windows
networking stack limits "receive" protocol processing to a single CPU. RSS
enables packets that are received from a network adapter to be balanced across
multiple CPUs. TT tests have shown that enabling RSS can slow down incoming
data and cause dropped packets on both single and multi-processor machines.

Note: Refer to CA104-07 for more information on these two settings.

Continued on next page
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Hardware and Operating System, continued

Service Pack TT recommends all server-class machines be installed with Windows 2003 Server and
and Registry Service Pack 2.

Note: Two additional hot fixes should be installed on server-class machines:

1. Hotfix 917114: Will resolve the issue when a server experiences “An operation
on a socket cannot be performed because the system lacks sufficient buffer
space or because a queue is full.”

2. Hotfix 931311: The heavy use of Winsock programs may exhaust the "non-
paged pool memory" of a Microsoft Windows Server 2003-based computer.
This behavior is likely to occur if the Winsock program is dealing with both
"Out-of-Band (MSG_OOB) traffic" and "standard TCP traffic." In this situation,
you may receive various error messages. Also, you may experience poor
performance. Additionally, the system may stop responding (hang).

** Hotfix 917114 is included with SP2, but if a client is running SP1, it would need
to be installed separately. Hotfix 931311 is not included with SP2 and should be
installed separately as well.

In addition, the following configuration changes must be made to the registry on
each. (These changes are made in conjunction with the NIC configuration changes in
the previous section.)

1. Add the following DWORDS (and values) to...
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters

a. ArpCachelife = ffffffff
ArpCacheMinReferencedLife = ffffffff
Tcp13230pts = 00000001
EnableTCPA = 00000000

EnableRSS = 00000000
EnableTCPChimney = 0000000
DisableTaskOffload = 00000001

™ +o oo o

2. Add IgnorePushBitOnReceives = 00000001 as a new DWORD (and value) to...
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFD\ Parameters

3. Add TcpAckFrequency = 00000001 as a new DWORD (and value) to...
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters\Interfaces\<Interface GUID>

Note: For Windows 2000 Servers, add TcpDelAckTicks = 00000000 instead of
TcpAckFrequency.

Continued on next page
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Hardware and Operating System, continued

Power Save
Settings

Windows
Performance
Settings

Windows
Services

To avoid unexpected disconnects and to help ensure proper TT application
functionality, turn off any power save or hibernation functionality on
machines that host TT software.

e Display Properties
To access, right-click on the desktop and select Properties Select the
Screen Savewb.

- Set Screen saver to None.
Click the Powerbutton.
- Set Power Management (Power schemes) to Always On.
- Set Turn off monitor and Turn off hard disks to Never.
Select the Hibernatetab.
- Ensure Hibernate mode is disabled.
e BIOS
- Turn off hard disk power saving.
- Turn off HDD Spin Down.

Ensure servers are set to automatically adjust for best performance.

To access this setting, right-click on My Computerand select Properties
Select the Advancedtab, and click the Settingsbutton within the
Performance section.

e Select the radial button next to Adjust for best performance.

In Windows Services, disable the following:

e Windows Time

e Computer Browser

e Automatic Updates™*

e Print Spooler

e Windows Firewall**
* Automatic updates should be downloaded and installed outside of trading
hours.

** |f you do not disable your Windows firewall, ensure port 10200 is
enabled.

Trading Technologies International, Inc. Proprietary and Confidential Information
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TT Software

TT Gateways -
General

TT Gateways C
Market Data
Traffic

When installing TT Gateways, adhere to the following:

e Ensure TT Gateways are installed on dedicated machines (i.e., do not
install TT Gateways on Windows domain controllers, print servers,
etc.).

e Do notinstall production TT Gateways (or X_TRADER®) on VMWare
images.

e Ensure all TT Gateways have TTClean enabled in TTChron to ensure
log files are deleted on a regular basis.

During trading sessions with high volumes, the price feed from several TT
Gateways can cause substantial network load and noticeably impact
performance on X_TRADER® workstations. There are two TT-specific options
to help alleviate the amount of network traffic sent: You may enable price
coalescing on TT Gateways or set up an MPF2 (Market Price Feed) trading
environment.

Price Coalescing

e When a TT Gateway receives a price update for a specific product, it
stores that price until a specified time interval has passed. If the TT
Gateway receives another price update for the same product in the
meantime, the TT Gateway will overwrite the stored price with that
new price. The TT Gateway will send out the latest price it has stored
when the time specified has passed.

e Price Coalescing is enabled in the AConfig Utility under
Core\Server\Exchange-Specific\Exchange-Flavor\Market-Depth. The
Interval-mSecs setting determines the amount of time between
these price feed broadcasts.

e Based on the trading environment, a decision should be made with
your local TAM as to what the Interval-mSecs setting should be set
to (e.g., 50 ms). The higher the setting, the more coalescing.

Note: When using price coalescing, not all price updates are sent out, only
the latest price update for the specified products are sent out.

Note: Do not coalesce TT Eurex or Xetra Gateways (as market data is already
coalesced by the exchange); however, you may coalesce TT EurexPF
Gateways.

Continued on next page
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TT Software, continued

TT Gateways ¢ Market Data Traffic (continued)

MPF2 Environment

e You can configure your TT trading environment to decouple (i.e., off
load) much of the price functionality from several TT Gateways of a
particular market onto a separate TT server.

e Using MPF2, you can configure one TT Gateway to provide prices to
client applications and then configure additional TT Gateways to
provide clients with order and fill connectivity. TT Gateways that
supply only order and fill data must host a server component called
the Price Proxy.

Note: For more information on setting up an MPF2 environment,
contact your local TAM.

Globex (CME, Adhere to the following best practices when installing Globex Gateways:

CBOT, FXMS
) e TT Globex Gateways should have two or more NICs with one pointing

to the internal network and one or more pointing to the CME price
distribution feed.
e Point MDP to limited channels (i.e., Equity Futures channel).
- In addition, it is recommended to have separate TT Gateways
for individual channels. For example, a customer could install
a TT CME Gateway dedicated to just NYMEX products
(channels) or one dedicated to EOS products.

e Monitor the number of iLink connections per TT CME Gateway for
degradation of performance. TT recommends at most 8 iLink
connections per TT CME Gateway.

Continued on next page
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TT Software, continued

LIFFE Connect Adhere to the following best practices when installing TT LIFFE Connect
Gateways:

e Each TT Gateway requires unique LIFFE Connect Gateways to connect
to the Financial and Equity hosts.

e In afailover group, TT recommends each TT Gateway connect to a
unique LIFFE Connect Gateway. Each TT LIFFE Gateway in the failover
group should also have the same keys and the same IDs in User
Manager.

o Keep “prod_at_open” current, especially in a failover environment.
This entry is found in the HostInfo.cfg file and is referenced when the
TT LIFFE Gateway starts up.

e |[f possible, do not point the software of more than one Independent
Software Vendor (ISV) to a single LIFFE Connect Gateway.

e One Price server should connect to one LIFFE Connect Gateway
(recommended).

e Each TT LIFFE Gateway should have its own dedicated price key.
Note: Other ISVs do not connect to LIFFE the same way. Some
require that each individual trader establishes its own Price API
connection. TT has one Price APl connection per LIFFE Connect
Gateway; all traders connecting to the TT LIFFE Gateway will use this
API connection.

Continued on next page
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TT Software, Continued

MISS (Eurex, Adhere to the following best practices when installing MISS Gateways:

EurexPF, Xetra,
USFE)

Configure the following:
- A MISS Group consisting of two or more MISS Devices set up
in a failover group. This group should use two data lines.
Note: A MISS Group can consist of any number of MISS Devices.
- Apair of TT Eurex Gateways consisting of two servers should
point to each MISS Device. Install these TT Eurex Gateways
with the same flavor for failover purposes. The MISS
architecture has a limit of 80 transactions per second.
- If you approach the maximum utilization with this
configuration, add another set of four machines: a new MISS
Group and new TT Eurex Gateways with a different exchange
name (flavor). Then load balance the traders across the new
machines.
Do not add a new MISS Group on the same data line as an existing
group. This degrades network performance because the same data is
sent twice over the same connection.
Eurex requires that the primary NIC on each dual-homed TT Eurex
Gateway point to the exchange. Therefore, the secondary NIC would
have to point to the internal network. Configure these settings in the
Daemon Setup dialog box within Guardian.
NetBIOS over TCP/IP must be enabled on TT MISS Gateways in order
to configure the TT MISS Gateway to connect to the MISS exchange.
Each TT MISS Gateway requires a fully configured MISS Device.
Multiple TT MISS Gateways can connect to one MISS Device.
TT EurexPF Gateways require at least three NICs with one for the
price feed, one for order entry, and one for the trading network.

ICE Adhere to the following best practices when installing ICE Gateways:

Use a direct line to connect to ICE due to security and performance
issues with the Internet.

If a customer chooses to use an Internet connection, it is
recommended that SSL encryption is used. When using the Internet,
install and configure an SSL wrapper like S Tunnel.

Note: When using direct lines, TT does not recommend using SSL
encryption as this slightly decreases performance.

Continued on next page
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TT Software, continued

FMDS FMDS servers require a 300 GB or larger hard drive.

TT WAN Routers  Keep the following in mind when setting up TT WAN Routing:

e Remote offices with three or more client machines should be set up to
connect via TT WAN Routing rather than X_TRADER® Remote, in order to
most efficiently utilize bandwidth.

e TT WAN Routers are stand-alone servers running TTM and Guardian. Do not
install TT WAN Routers on existing TT Gateways or on VMWare images.

Note: It is recommended to contact your local TAM when setting up TT WAN
Routing.

TT WAN Router 4  Add the following changes to the TTMRD.cfg file:
Config File - Add compression to ports 8900 and 8901 in the neighbor level
only. The Service Area should not be edited.
ASet compression_level = 3
- Enable nagling to ports 8900 and 8901 in the neighbor level only.
The Service Area should not be edited.

Aset TcpNoDelay = false

TT WAN Router e Add the following DWORDs (and values) to the Registry in order to allow
Registry for faster resource recovery...
HKEY_LOCALMACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters
- SynAttackProtect = 00000001
- TcpTimedWaitDelay = 3¢
Note: The value 3c represents 30 seconds in binary.

e Delete the TCP Window Size setting from the Registry (if it exists), located
at: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
Tcpip\Parameters

Note: The TCP Window Size should be deleted within the Registry on TT
WAN Routers only. The TTMRD.cfg file will manage this under the
TCP_Window_Size parameter entry. This is so TT can manage the connection
at the neighbor level. If you leave this setting in the registry, then it will
override the TTMRD.cfg file.

Continued on next page
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TT Software, continued

TT WAN Router Registry (continued)

e Within the TTMRD.cfg file, add the TCP_Window_Size parameter for
each neighbor if there is a delay in round trip times for small sized
circuits or if you have a circuit going overseas. In order to determine the
best setting for TCP_Window_Size, follow the below steps to compute
the needed value on every TT WAN Router:

Step

Description

1.

Determine the busiest time of day when the most market data will
be subscribed to over the data line between WAN Routers.

Run a continuous ping from one of the TT WAN Routers to its
neighbor on the other side of the link using the “-t” switch during
this busy time, for at least 30 minutes.

Press “Ctrl-C” to stop the continuous ping. Note the average
response time.

Plug the average response time in seconds into the following
equation: Size of line (Bandwidth (in bits per seconds) * Average
latency (in seconds) / 8 (to convert bits to bytes) =
TCPWindowsSize that should be used (in bytes).

Example: If average response time is 90ms (.090 seconds) and the
data line is a T1 (1,544,000bits/sec), the calculation would be as
follows: .090 *1,544,000 / 8 = 17370 bytes = 17K.

e If the calculation is < 64K, TT recommends leaving the TT
default setting to 64K.

e If the calculation is > 64K, TT recommends rounding to the
nearest standard 2 to the power of X increments (i.e., 64,
128, 256, 512, etc.). Also create the additional REQUIRED
registry setting at:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servic
es\Tcpip\Parameters.

- Create a new DWORD value “TCP13230pts” (no
quotes) and set the value to “1” (no quotes). This
is necessary to enable Windows scaling to
advertise windows above 64K. Be aware that the
maximum setting for TCPWindowsSize is 1 Gig.

Note: Both the TCPWindowsSize and TCP13230pts registry entries are located
in the same hive in the Registry:
(HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\

Parameters)

Continued on next page
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TT Software, continued

X_TRADER Keep the following in mind when setting up X_TRADER® Remote:

Remote Hosts . ® ) .
e TT does not recommend setting up X_TRADER Remote client machines

to connect directly to TT WAN Routers or TT Gateways.

o Do not use Satellite Broadband due to high latency.

e Do not connect a remote workstation to a proxy server. Use a NAT device
instead or connect directly to the Remote Host machine through the
Internet or a direct line.

e Do not install Remote Hosts on VMWare images.

X_TRADER Configure X_TRADER® Remote Hosts to use compression by adding the following
Remf)te.Host change to the ttmd.cfg file between the </MulticastGroups> and
Config File

</TTMConfiguration>, as shown below.

</MulticastGroups>
<Proxy>

<Servicel>
Service = 8900
EncryptionAlgorithm = none
Validateldentity = none
compression_level = 3
TcpNoDelay = true
</Servicel>

<Service2>
Service = 8901
EncryptionAlgorithm = none
Validateldentity = none
compression_level =3
TcpNoDelay = true
</Service2>

<Daemon1>

Port = 10200

Host = <IP Address or DNS entry>
</Daemoni1>

</Proxy>
</TTMConfiguration>

Note: At the X_TRADER® client level, make sure the user selects the check box
next to Enable Compression within the Daemon Setup window. After the
change, Guardian and TTM should restart. Check the ttmd.cfg file and verify the
file has the above entries.

Continued on next page
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TT Software, continued

X_TRADER Add the following DWORDs (and values) to the Registry in order to allow for
Ren:note Host faster resource recovery...
Registry

HKEY_LOCALMACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters

e SynAttackProtect = 00000001
e TcpTimedWaitDelay = 3¢

15
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Additional Best Practices

General Ensure the following additional best practices are adhered to:

Keep hardware drivers up-to-date. If you have a choice between
using Microsoft® drivers and vendor drivers, always use vendor
drivers.

Set up dual power supplies with UPS backup.
Set up backup fans.

Consult the exchange or TT’s System Administration Manuals for
required bandwidth when determining exchange connectivity.

Turn off Search Indexing.

1. Double-click My Computer and right-click on Local Disk C:.

2. Select Properties from the Context menu.

3. Deselect the check box next to Allow Indexing Service to
index this disk for fast file searching.

4. Click Apply. To confirm, ensure the radial button next to

Apply changes to C:, subfolders and files is selected and click
OK. A few access denied errors may appear; acknowledge

these by clicking Ignore to continue.

Note: You can take advantage of the Indexing Service that creates
indices of the contents and properties of all files on local and network
drives in order to increase file searching speed. It is quite similar to "Find
Fast" that ships with Microsoft Office. There is a downside in using this
option as this service runs continuously and can slow down your

YI OKAySQa
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continuously. As a good practice, if you do not need slightly faster file
searches, the feature can be safely turned off. Be aware that Indexing
Service is turned on by default for all NTFS partitions.

Continued on next page
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Additional Best Practices, continued

Third-Party Time Synchronization

Software e Since TT software is extremely sensitive to time changes, please

ensure that you change time settings only when TT Gateways are
down. Reboot the server after you re-synchronize clock settings.

e Customers may choose to use NTP (Network Time Protocol) to
synchronize computer clocks over a network.

- Establish an NTP Server with multiple NTP listeners (this will
run continuously).

- You must have at least three masters for a proper NTP
session. This skews the clock and stabilizes drift.

Virus Protect Software

e TT recommends not enabling real-time virus scanning on the TT
directory and its subdirectories.

e Any virus scanning on the TT directory should be performed during
non-trading hours.
Hardware Performance Monitoring

e TT recommends using third-party tools to monitor the performance
of TT servers (e.g., processor and memory utilization).

e Example tools include SolarWinds and Nagios.

17
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Client-Class Machines

Introduction

Overview

Before reviewing this information, ensure you are familiar with the
Hardware and Software Requirements document located on the TT
Customer Portal. This document includes a list of TT products that require
client-class machines.

Note: Most recommendations and optimizations will be across all client-class
machines; however, exceptions will be noted for specific products.

18
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Hardware and Operating System

NIC °
Configuration

Ethernet cards must be on the latest driver version.
e For all NICs, disable the following:
- Checksum Offload

- Flow Control
- Large Send Offload
- NICSleep
Service Pack TT recommends all client machines be installed with Windows XP and SP1 or
higher.
Power Save To avoid unexpected disconnects and to help ensure proper TT application
Settings functionality, turn off any power save or hibernation functionality on

machines that host TT software.

Display Properties
To access, right-click on the desktop and select Properties Select the Screen
Savertab.

e Set Screen saver to None.
Click the Powerbutton.
e Set Power Management (Power schemes) to Always On.
e Set Turn off monitor and Turn off hard disks to Never.
Select the Hibernatetab.
e Ensure Hibernate mode is disabled.
BIOS
e Turn off hard disk power saving.
e Turn off HDD Spin Down.

Continued on next page
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Hardware and Operating System, continued

Windows
Performance
Settings

Windows
Services

Ensure workstations are set to automatically adjust for best performance.

To access this setting, right-click on My Conputer and select Properties
Select the Advancedtab and click the Settingsbutton within the
Performance section.

e Select the radial button next to Adjust for best performance.

In Windows Services, disable the following:

e  Windows Time

e Computer Browser

e Automatic Updates™

e Print Spooler

e  Windows Firewall**
* Automatic updates should be downloaded and installed outside of trading
hours.

** |f you do not disable your Windows firewall, ensure port 10200 is
enabled.

Trading Technologies International, Inc. Proprietary and Confidential Information
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Tablet PCs
General In addition to the recommendations specified for client machines, it is
important to follow the below recommendations when using Tablet PCs.
Set Mouse Calibration:
e Ensure the pen tab is calibrated correctly. Use the calibration tool
built into the tablet to reassure the accuracy is properly on target.
e See page 23 for an additional X_TRADER® calibration note.
NIC Disable the secondary NIC, if enabled and not being used. Also, turn off CPU
Configuration low energy mode which is found in BIOS.
Registry Set “No Arp’ing” by making changes to the following registry keys to ensure

best performance...

1. Navigate to the following registry key:

HKEY _LOCALMACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters

a. Double-click ArpCachelife.

b. Type ffffffff in the Value data field and click OK.

c. Double-Click ArpCacheMinReferencedLife

d. Type ffffffff in the Value data field and click OK.

2. Navigate to the following registry key:

HKEY LOCAL _MACHINE\SYSTEM\CurrentControlSet\Services\AFD\
Parameters
a. Right-click in the right pane and select New | DWORD Value
from the Context menu.
b. Type in IgnorePushBitsOnReceive and press Enter.
Double-click IgnorePushBitsOnReceive and type 1 in the
Value data field. Click OK.

3. Navigate to the following registry key:
HKEY_CURRENT_USER\Software\Trading Technologies\Trade\TRADE
DEFAULTS

a. Right-click in the right pane and select New | DWORD Value
from the Context menu.

b. Type XX_MsgMethod and press Enter.
Double-click XX_MsgMethod and type 2 in the Value data
field. Click OK.

21
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TT Software
General Do not run TT applications in tandem with non-TT programs.
X_TRADER Every open and minimized window consumes resources, so open as few

windows as possible. Close any open and minimized windows that are not

needed.

e Subscribe to needed products only.

- To allow for faster performance when opening large workspaces,
X_TRADER® workstations should subscribe to the entire product
instead of individual contracts in Market Explorer. Highlight the
required product without clicking on the plus sign (+) to the left of
the instrument name. Once the Market Grid has opened, use the
Show/Hide Rows option to hide unwanted contract rows.

- X_TRADER® Remote clients should only subscribe to the contract
series they wish to view in order to reduce bandwidth. Within the
Market Explorer Instruments column, click on the plus sign (+) to
the left of the product to view the entire list of contracts.
Highlight the contracts you wish to open and click on the transfer
button (>) to move them to the Selected Instruments column.

e Replace multiple Market Grid windows with tabs in X_TRADER® to
increase processing speed.

e Minimize the number of Market Grid windows opened. It is better to have
more contracts per Market Grid window than to have many Market Grids
with a small number of contracts. Limit the number of Market Grid
windows to a maximum of 20.

e If you do not need TT calculated Implied Pricing, turn it off. This setting
may be turned off before a number and turned back on afterwards.

e Do not have Depth layout enabled in Market Grid if depth is not watched.

e Filter the Audit Trail so that only needed messages are displayed (either
by number of lines or by exchange or both).

e Turn off MD Trader® price consolidation, if possible.

e Using the Show/Hide columns feature, limit the number of different
columns displayed to only those needed.

e Minimize the type of highlighting that is turned on. For example, if not
needed, disable Highlight Border on Change, Use Net Change Color Coding
and Use Net Position Color Coding.

e Do not use any unnecessary outbound Excel links.
e Back up <drive letter>:\tt\datfiles\ttconfig (stored workspace settings).

Continued on next page
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TT Software, continued

X_TRADER (continued)

Aut ospreader ®/ Autotrader ™

In Autospreader®, use Basic or Advanced Slop for maximum
optimization. Ask your Account Manager for more information.

In Autospreader®, use user-defined ticking rather than price
consolidation wherever it meets your needs.

In Autotrader™, wherever possible, use throttling for your Fills and
Quotes.

Tablet PCs:

Turn off Calculate Implieds.
Limit the number of contracts open.
Note: Due to the processing and memory limitations of pen tabs, TT
recommends having only ten (10) X_TRADER® windows open at once,
with a maximum of three (3) Market Grid windows.
Enable the Cell on hover setting in X_TRADER®. This will highlight
whatever cell the pen is hovering over, verifying that you are in the
correct cell when using the Spread Matrix. This will also highlight cells
within MD Trader® windows.
- Select Settings | Properties from the X_TRADER® Control Panel.
- Ensure the Trading tab is selected.
- Within the Highlight section, select the checkbox next to Cell on
hover.
- Click OK.
Note: See page 21 for an additional hardware calibration note.

Continued on next page
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TT Software, continued

X_RISK

Guardian

Keep the following in mind when installing X_RISK®:

e If you use the X_RISK® Client GUI, your client workstation must have
512 MB memory per 50,000 fills. For example, if you routinely
process between 30,000 and 60,000 fills per day, you must use 1 GB.

¢ If you intend on using the email alert functionality of X_RISK", you
must install Windows Messaging on the X_RISK® workstation. This is
packaged with the Windows Setup but does not install by default.

When an Administrator updates any trader ID data or risk limit data in Guardian
and publishes the changes, Guardian synchronizes the data across all TT
machines in the customer network. TT recommends the following Best Practices
for insuring integrity of the distributed Guardian database:

e Only one administrator should edit and publish changes in Guardian at a
time. If two administrators publish changes at the same time, one set of
changes will be lost and need to be re-entered.

o Allow at least one minute between Guardian publishes to allow time for
changes to propagate throughout the entire network.

e Do not bring new servers online during trading hours. This can cause
excessive Guardian synchronization activity on production servers.

o Asingle trader is limited to 32K of user and risk data in Guardian. This is
equivalent to a single trader with 400 to 450 product limits assigned. If
the 32K limit is exceeded, Guardian will display an error when publishing
the risk record, indicating the publish failed. In this case, reduce the
number of product limits assigned to the trader and re-publish.
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Additional Best Practices

General e Keep hardware drivers up-to-date. If you have a choice between using
Microsoft® drivers and vendor drivers, always use vendor drivers.

o Check System Maintenance:

Schedule regular reboots of workstations (i.e., daily) to allow the
cached data to be cleared, resources to be freed up and the page
file to return to its original size.

Check disk space.

Use the following System Tools once a month:
A Disk Cleanup.
A Disk Defragmenter.

Turn off unneeded services. Set these services to manual startup in
the Services dialog box.

e Turn off Search Indexing.

1.
2.
3.

4.

Double-click My Computer and right-click on Local Disk C:.

Select Properties from the Context menu.

Deselect the check box next to Allow Indexing Service to index this
disk for fast file searching.

Click Apply. To confirm, ensure the radial button next to Apply
changes to C:, subfolders and files is selected and click OK. A

few access denied errors may appear; acknowledge these by
clicking Ignore to continue.

Note: You can take advantage of the Indexing Service that creates
indices of the contents and properties of all files on local and network
drives in order to increase file searching speed. It is quite similar to

"Find Fast" that ships with Microsoft Office. There is a downside in

using this option as this service runs continuously and can slow dowr
@2dzNJ YI OKAY SQa béyus Nbasto indis M 2 NIY
continuously. As a good practice, if you do not need slightly faster file
searches, the feature can be safely turned off. Be aware that Indexing
Service is turned on by default for all NTFS partitions.

e Client machines should have color settings at High Color (16 bit) and
resolution no greater than 1280 x 1024.

e |f you use USB mice and keyboards, you must use USB 2.0 ports and
devices. TT does not recommend using wireless mice or keyboards.

e Since TT software is extremely sensitive to time changes, please ensure
that you change time settings only when TT Gateways are down. Reboot
the workstation after you re-synchronize clock settings.

Continued on next page

25

Trading Technologies International, Inc. Proprietary and Confidential Information



HW / SW Optimizations and Recommendations Page 26

Additional Best Practices, continued

Third-Party General

Software e Do not run MP3 or Streaming Video on the same machine when using
client GUIs.

e For third-party applications, disable Keyboard Hotkeys software.

e Uninstall all Instant Messenger software.

e Uninstall any other communications software (e.g., Skype).

e Uninstall any application that connects to the Internet to receive
updates (e.g., Google taskbar, Quicktime, Realplayer, etc.).

Virus Protect Software

e TT recommends not enabling real-time virus scanning on the TT

directory and its subdirectories.

e Any virus scanning on the TT directory should be performed during
non-trading hours.
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Appendix A

NIC Settings

Explanations These are explanations of the additional NIC settings that are implemented

per TT’s recommendations.

NIC Setting Explanation
Checksum Offload = | This setting was designed to allow the NIC to carry out checksum
OFF calculations rather than the application to reduce application overheads

(e.g., Is this a good packet? If not, then drop).

Intel Quote: “Checksum Offload enables the adapter to verify the TCP/IP
checksum on received packets (Rx) and compute checksum on transmitted
packets (Tx). Enabling this feature may improve TCP/IP performance and
reduce CPU utilization. With Offloading disabled, the operating system
calculates and verifies the TCP/IP checksum.”

It has been shown in practice that this setting impacts the performance of
the trader’s workstation and as such TT recommends that it is disabled.

Large Send Offload
= OFF

This setting was designed to allow the NIC to build larger packet sizes and
reduce the overhead of multiple calls down the TCP stack, utilizing the
standard 1500 byte size frames which would ultimately reduce host
processing. This is more efficient if working in an ‘admin’ type network
environment, but it has been shown to impact trader performance so TT
recommends that it is disabled.

IBM Quote: “If your primary concern is lower host CPU utilization, use this
option. However, for best raw throughput, you should not enable this option
because the data rate on the wire is slower with this option enabled.”

TCPChimneyOffload
= OFF

Microsoft Quote: “TCP Chimney Offload is a networking technology that
allows the work associated with moving data across a network to be
offloaded from the host computer's CPU to the network adapter. This helps
improve the processing of network data on your computer or server without
the need for additional programs or any loss to manageability or security.
Programs that are currently bound by network processing overhead will
generally scale better when used with TCP Chimney Offload.”

In reality, this setting has proven to slow down the throughput of data
packets from the wire up through the TCP stack to the application (e.g.,
X_TRADER® Remote) — as TT data is packet-based, not stream-based.

TX IP Checksum
offload/Offload
Transmit IP
Checksum
(Broadcom/Intel)

This setting enables the adapter to compute the IP checksum of outgoing
packets.
a) With Offloading disabled, the OS verifies the IP checksum.
b) With Offloading enabled, the adapter completes the verification for
the OS.
As with Large Send Offload, “for best raw throughput, you should not enable

this option because the data rate on the wire is slower with this option
enabled.”

Continued on next page

27

Trading Technologies International, Inc. Proprietary and Confidential Information




HW / SW Optimizations and Recommendations Page 28

NIC Settings, Continued

Explanations (continued)

NIC Setting Explanation
RX IP Checksum This setting enables the adapter to verify the IP checksum of incoming
offload/Offload packets.
Receive IP a) With Offloading disabled, the OS verifies the IP checksum.
Checksum

b) With Offloading enabled, the adapter completes the verification for
the OS.

As with Large Send Offload, “for best raw throughput, you should not enable

this option because the data rate on the wire is slower with this option
enabled.”

Receive Side Scaling
= OFF

Microsoft Quote: “Receive Side Scaling enables the receive processing of
networking traffic to be load balanced across multiple CPUs by leveraging
new hardware in the NIC. It will dynamically balance the load as either
system load or network traffic patterns vary. Any application that has
significant networking traffic and runs on a multiprocessor host will benefit
from RSS.

To help ensure application compatibility and security protection, TCP
connection setup is not offloaded to the network adapter, only TCP data
transfer. If any security policies conflict with a request to offload data
transfer, the network connection will not be offloaded to the NIC, and will
instead remain on the host TCP/IP stack, to ensure the system maintains
robust security protection.”

Quote from Intel: “When Receive Side Scaling (RSS) is enabled, all of the
receive data processing for a particular TCP connection is shared across
multiple processors or processor cores. Without RSS all of the processing is
performed by a single processor, resulting in inefficient system cache
utilization.

Note: This setting has no effect if your system has only one processing unit.”

RSS has caused issues with drops, out of order and duplicate packets in 2003
SP2, and a recent article from Microsoft recommends disabling this setting.

Flow control = OFF

This setting is used to allow the NIC to manage the data flow between two
machines. TT disables this and allows the application to drive the data flow
through Windows Scaling, TCP Window Size, etc.

Enable PME =
DISABLE

In the Adapter’s Advanced Settings, there is a setting titled "Enable PME."
When PME is enabled, you can enable Wake on Settings which explicitly
allows wake up with a Magic Packet from shutdown under APM power
management mode. TT does not want anything to interfere with the process
of trading so this is set to be disabled.

Continued on next page
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NIC Settings, Continued

Explanations (continued)

NIC Setting

Explanation

Internal Moderate
Interrupt =
MINIMAL

PC Interrupts are a necessary requirement for a workstation to carry out the
necessary tasks required to make it a fully functional PC. An interrupt is
something that is caused by processing, for example, a request for input or
output or arithmetic overflow error. In order to dedicate as much
‘processing time’ to X_TRADER, TT sets this function to minimal to stop other
superfluous functions interfering with X_TRADER, therefore giving
X_TRADER maximum CPU priority.

Intel Quote: & L y i S NNXzLJGI a @tRtbeMake dtAvBicy thew | G S
controller moderates or delays the generation of interrupts making it
possible to optimise network throughput and CPU utilization. The default
setting (Adaptive) adjusts the interrupt rates dynamically depending on
traffic type and network usage. Choosing a different setting may improve
network and system performance in certain configurations. Without
interrupt moderation, CPU utilization increases at higher data rates because
the system must handle a larger number of interrupts. Interrupt moderation
causes the network driver to accumulate interrupts and send a single
interrupt rather than a series of interrupts. At higher data rates, a high
interrupt moderation setting may improve system performance. At low data
rates, a lower interrupt moderation setting is preferred as delayed interrupts
cause latency.”

Receive Descriptors
= Set to Maximum
Value

Intel Quote: “Receive Descriptors defines the number of Receive Descriptors,
which are data segments that enable the adapter to allocate received
packets to memory. Depending on the size of the packet, each receive
packet requires one or more Receive Descriptors. You might choose to
increase the number of Receive Descriptors if you notice a significant
decrease in the performance of received traffic. If receive performance is
not an issue, use the default setting appropriate to the adapter. The default
setting is 256.”

For this reason, TT recommends that this setting be set to Maximum.

Transmit
Descriptors = Set to
Maximum Value

Intel Quote: “Transmit Descriptors defines the number of Transmit
Descriptors, which are data segments that enable the adapter to track
transmit packets in the system memory. Depending on the size of the
packet, each transmit packet requires one or more Transmit Descriptors. You
might choose to increase the number of Transmit Descriptors if you notice a
possible problem with transmit performance. Although increasing the
number of Transmit Descriptors can enhance transmit performance,
Transmit Descriptors do consume system memory. If transmit performance
is not an issue, use the default setting of 512.”

For this reason, TT recommends that this setting be set to Maximum.
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